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ABSTRACT 


AUTHOR:  Steves  A.  McCain,  Lt  Col,  United  States  Alt  Force 

TITLE:  tofamedon  Dominance:  Special  Operations  Farces  in  MOOTW 

FORMAT:  Strategy  Research  Project 

DATE:  15  April  1997 

Thee  trends  era  shaping  the  retataihip  among  Infenofafaa  Operations  (lOX  special 
operadocwfcrcwCSOF),  tad  Military  Operations  Other  Than  War  (MOOTW).  The  fiat  trend  is 
the  transition  of  fas  bnttkspace  toward  unconventional  warfare  «Mt  tisfag  global  tenofiam,  drug 
trafficking,  and  proliferation  of  weapons  of  mate  deetnicrioa  (WMD).  The  second  trend  is  the 
mounting  pressure  to  Aether  reduce  Department  of  Defimse  (DoD)  fixes  senactura  while 
recepftsllriflg  tbrcee  tor  the  ftaura.  The  thirdtread  is  the  rapidly  improving  capability  towage 
10  worldwide. 

This  study  examines  die  emerging  role  of  10  relative  to  atakas  of  the  United  States 
Special  Operations  Command  (USSOCOM)  fas  MOOTW,  The  faypofairis  of  thia  paper  contends 
10,  oonducted  by  SOF,  should  play  e  more  pivotal  rote  to  the  capability  of  DoD  to  support  our 
national  objectives  as  complex  MOOTW  dominate  conflict  fa  the  21st  Century.  Strategy,  poMcy, 
operettas!  concepts,  end  organizational  structure  must  adapt  qokkfy  fa  ‘TnftnMtfaa  Agb" 
chailengee  to  counter  evolving  threats  to  our  national  security.  In  a  apid|y  changing  world,  SOF 
mist  bo  affordable  yet  technologically  advanced  to  tolly  support  emerging  ogaretioaal  concepts 
end  achieve  critical  infbrmation  dominance  fbr  America  fa  MOOTW. 
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INTRODUCTION 


“Tkt  o*€  country  tktt  c*x  btst  U*d  tkr  ixformzticn  rmiuthn  will  M  mart 
ptmfk tthtn  utftiktr.  * 

Jornph  S.  Nya,  AsstfUitt  Secretary  of  Defense  fbr  lntowdcea] 

AJ&irt;  William  A.  Owens,  Vice  Chairman,  Joint  Chief!  of  Sufl4 

The  purpoae  of  this  pepex  is  to  examine  the  eacrgfa|  role  of  Icfbrrutioc  Operations  (10) 
rdetive  to  ntofone  of  the  United  States  Sped*)  Operation*  Ctanmaad  (USSOCOM)  in  Military 
Opcatioa*  Other  dun  War  (MOOTW).  The  piper  will  begin  with  pertinent  definition*, 
followed  by  discussion  of  current  issues  tod  trends.  Analysis  tod  rrahialfaa  of  tfa*  potential 
synergy  of  Spado.'  Operations  Form  (SOF), 10.  «nd  MOOTW  wiB  tfaabodiecotsediatvmi  of 
tb«  evolving  threat;  •  smaller  Department  of  Defense,  rational  policy  end  snategy. 
aocoanraendations  end  oonchirions  will  ba  offered. 

The  hypothesis  of  this  paper  contend*  10,  eoodvcMd  by  SOF,  foouid  play  a  mete  pivotal 
role  in  the  capability  of  the  Dtparttaaui  of  Dcftnse  to  auppoit  owr  national  objectives  a>  oomph* 
MOOTW  dcmiaaiai  conflict  fa  the  21*  Canhuy.  Strategy,  policy,  operational  concepts,  aed 
otgmtfaetioMl  stroetore  mu*  adapt  quickly  to  *1afc«msdo®  Afe"  chaikngas  to  oonnter  evolving 
threats  to  our  netioaai  security.  Riaiag  global  terrorism,  transnational  crime.  and  proUftratioa  of 
wcapona  of  bum*  destruction  (WMD)  thrmten  our  world  eva  u  Defense  badge*  shrink.  SOF 
nuot  be  affordable  yet  technologically  advanced  to  respond  to  the  changing  bcttlaapaca  and 
achieve  ctitical  tafornudoo  £»  faaacc  for  America  fa  flaw  MOOTW. 


DEFINITIONS 


"Cmdat  to  grift  whk  btftmttio*  mafart  Is  Hit  Hu  effort  of  tktbtei 

men  »4kcv«r  t)u  nature  of  tknkphant:  At  ottiwko  touched  tsl«t 
caUnt  U  a  Me,  wtk  tr  wk*  back*  Us  taii  callti  ft a  rope-  ■ 

Matin  Ubidti,  Naked  Defense  University1 

US  Nation*!  Security  Strategy  discusses  the  importance  of  information  to  tha 
achievement  of  oer  national  objectives,  efthe  identification  of  emerging  threeta  to  our 
information  ajntrma,  tod  the  Dead  to  develop  protection  tfnlegtae.’  Hie  1997  US  National 
Mtihary  Strategy  tpeab^  winning  the  infennation  war  by  leveraging  reconnaissance, 
intelligence,  collection  aod  analysis,  biglwpeed  data  processing  and  transmission  to  assure  our 
sWJity  so  Aomiij*«  oar  adversities4  Tha  iJejatocat  of  DcJfcnae  dstinei  Ia?«;natioc  Warfare 
(IW)a* 

Actions  taken  to  achieve  infatuation  superiority  la  support  of  national 
military  saraaegy  by  affecting  adversary  information  and  information 
lyitams  will*  leveraging  and  protecting  our  own  information..  IW  la  an 
overarching.  Integrating  etntegy...  la  the  command,  control  aod  execution 
of  military  forcer  aod  in  the  irnpUawatatioe  of  national  policy.1 

The  aavin  beck  forma  of  IW  am  defined  in  FIgnrt  I. 

Joint  Vision  2010  dbcusan  tha  vital  nnad  for  iaforraatijn  superiority  to  macs  aoerging 

operational  ooooepta  of  dominant  maneuver,  precision  engagement,  fUQ-dlmentiofial  protection, 

and  fecnaod  logistics,  Information  superiority  ii  defined  as  tha  ability  to  ..  “collect,  process,  aad 

disseminate  an  uninterrupted  flow  of  information  while  exploiting  or  denying  an  adversary’s 

ability  to  do  the  same."*  Both  offensive  and  defensive  Information  Operations  (10)  wilt  be 

required  to  achieve  inch  superiority, 
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10  permeate  the  fell  nage  of  military  operations  integrating  ail  aspects  of  information  (o 
aims*  the  elements  of eoabet  power.’  Psychological  operations  (PSYOPX  deception. 
Electronic  W arfiut  (EW),  computer  network  attack,  physical  destruction,  end  special  inform  ition 
opera tiom  (310)  an  used  to  conduct  otJenrive  10.  Defensive  JO  bduda  information  asscrance, 
physical  security,  operettas  security,  counter-deception,  counter-psychological  opentions, 
coonterintalHgence^  EW,  and  SIC.'  IW  involves  Mta  10  cooductsd  during  time  of  crisis  or 
conflict  to  achieve  or  promote  speeftc  objectives  over  a  specific  adversary  or  adversaries.1*  IW 
is  a  means,  not  an  end. 

The  concept*  and  tarns  used  ia  conjunction  with  IW  an  still  developing.  CAM  Ora  veil, 
USN,  of  the  Jots*  Staff  Information  Assutsom  Division  statH  “  fee  DoD  is  not  yet  ready  to 
mchor  vwnuivlojy  related  to  IW  and  10" !0  Whatever  the  flail  definition,  IW  has  to«rg*l  ts  a 
Jceyjofar  wurightfog  taisata  ante  wife  coet*ol  of  cofonaatko  pivotal  to  (be  continuing  success 
of  our  nation's  Anted  Fetces." 


"Special  operetta*  (SO)  encompass  the  use  of  man  unite  is  direct  or  indirect  military 

Kttouttarrefecueedeaatntetieandopetettaalobjectivee."0  (One conducted eloog the 

entire  spectrum  of  military  conflict,  iacluiinf  wartime  operations  sad  MOOTW,  independently 

or  fa  coordiaaita  with  oosveuticanl  forces.  JCSpubl^ttferiberelariflseSOae: 

Operations  conducted  by  specialty  organised,  trained,  sod  equipped 
military  and  pamnilitary  force*  to  achieve  military,  poBticai,  seoeonie, 
or  psychologies^  objective  by  ««<»venttatimliitanf  means  in  hostile, 
denied,  or  politically  intuitive  area*.  Political-military  considerations 
frequently  shepi  special  operations,  requiring  clardoarlne,  covert,  er  tow 
visibility  techniques  and  oversight  at  the  national  level u 
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SOF  m  doaignatod  by  tbs  Secretary  of  Defense  to  conduct  SO  and  include  components 
from  the  Amy,  Air  Force,  and  Navy.  The  sine  principal  ">j— in**  of  USSOCOM  (see  Glossary 
fbr  dd&dotts)  are  listed  below; 

«  Coumerproliftrntiori  (C?) 

•  Special  Reconnaissance  (SR) 

«  Psychological  Operations  (PSYOP) 

•  Dines  Action  (DA) 

•  Foreign  Internal  Defease  (FID) 

•  Civil  AfAtit(CA) 

•  Combatting  Terrorism  (CBT) 

•  Infe«matioo  Operations  (10) 

•  Unconventional  Warftrt  (UW)14 

In  addition  to  urn  principal  missions,  JOF  perform  a  variety  of  collateral  activitiaa 
ranging  from  ocuntardrug  actions  to  combat  search  and  rescue.  SOF  provide  the  National 
Command  Authority  (NCA)  *  bighly*trriand,  rapidly-depioyabl*  jotae  force  capable  of 
conducting  a  wide  range  of  anting!  anywhere  In  the  worid.15 

MUItenr  Qpsnrtoaa  Otter  Than  War 

Military  Operations  Other  Than  Wee  (MOOTW)  includes  a  svide  range  of  activities 
conducted  to  detar  war  and  promote  peeoe."  MOOTW  can  occur  before,  during,  and  after  war.17 
Joint  Pub  5-07  defines  MOOTW  as ...  "the  use  of  military  capability  acmes  tha  range  0/ 
military  operations  short  of  war.  These  military  action*  can  be  applied  to  complement  any 
combination  of  the  other  instruments  of  national  power  „."‘l 

There  am  16  types  of  MOOTW  (iee  Oloseeiy  for  definitions)  ranging  from  peace 
operation!,  to  combatting  terrorism,  to  arm]  control.1*  The  flail  range  of  military  operations, 
including  MOOTW,  Is  shows  at  Figure  1*  A  recant  study  completed  by  the  RAND 
Corporation  found  characteristics  common  to  MOOTW  include  political  constraints,  restrictive 
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rules  of  engagement,  and  operation*  in  an  urban  environment.  Additionally,  MOOTW  routinely 
iovolv*  aoa-govenn&ental  organisation*,  coalition  effort*,  and  the  om  of  SOP.** 


S 


Current  Issues  ud  Triads 


tUxtrvr  b  tht  uitlmtft  prtduan  g  wm/n>a " 

Mm  Dcutch,  former  Director  CIA2* 

Three  srinuhaaeous  titnd«  «re  thepfng  the  synergistic  relationship  stnong  10,  SOF.aad 
MOOTW,  The  first  trend  is  the  transition  of  tbs  battfa  rpacs  toward  unconventional  wtriare  with 
ruing  global  terrorism,  drag  trafficking,  and  prchfcrition  of weapon*  of  mm  detraction 
CWMD).  Tb«  second  trend  is  thi  continuing  pressure  to  reduce  u*  DcD  force  ttructuss  while 
recapitalizing  forces  for  the  taure.  The  third  trvod  is  the  npidiy  improving  capability  to  wage 
IW  worldwide. 

A  aieHftay  Battiripec* 

The  end  of  the  Cold  War  has  fcndaaenally  changed  AraBica’i  wmity  imperatives. 
Threats  today  are  more  dtvme  end  iacneeiogly  Involve  US  force*  in  MOOTW.  Along  the 
spectrum  of  conflict,  MOOTW  u  .tneani  l»  support  our  National  Security  Strategy  (NSS)  of 
sngaganem  and  tslafieocm  is  gakting  Non  Bation-riste  conflict  is  on  the  rise.  The 

threat  of  terrorism  coodnoaa  to  grow,  Transnational  drag  trafficking  and  crime  have  reached 
Dcwbdghta.  TheproHfmticnofWMDandiheiDcreesinf  possibility  of  their  use  posts  » 
serious  threat  to  acre  and  more  nations.  The  number  of  page  operations  undertaken  to  ensure 
regional  stability  cad  oontrol  ethnic  jud  religious  hatreds  it  growing.** 

Future  adversaries  ere  likely  to  be  politically,  ethically,  and  legally  unrestrained*  readily 
willing  to  sacrifice  innocents  to  meet  their  goals.*  General  Sollivaa,  former  Chief  of  Staff  of  the 
Army,  describes  flrture  operational  environments  as  having  greater  lethality  and  dispersion, 
bcreaaod  volume  and  precision  of  fin.  Advanced  iatv^Hre  technology  will  provide  greater 


Invisibility  for  some  yet  increase  detectability  of  others,  with  smaller  units  able  u>  create  decisive 
results.21 

As*  '  esrt**  an  era  of  scratcgic  10,  with  no  geographic  “front  lines, "  the  significance  of 
<H‘  with  respect  to  deployment  i  id  use  efweapons  is  reduced2*  Our  harden  are  no  longer 
impaoetrable  tod  everything  sod  everybody  is  iair  same.  IW  kvds  the  tatcrnartonal  playing 
fieid  impartial  political,  economic,  sod  military  power  projection.  For  instance,  no  single  nation 
can  currently  challenge  US  policy  usinf  traditional  warfare  but  the  US  is  highly  vulnerable  to  IW 
attach  by  an  adversity  who  may  or  may  aot  claim  responsibility.  1W  attack  ajpriast  a  highly 
iafonnadcudspeadeittAxaeifca  has  already  begun.2’  Tie  ooeltotLe  US  oflW  attack  has  been 
esdmatad  to  be  as  hifbac  SI  00*300  bilhoa  per  year  aadjrowisi.21 

IW  will  ndejnt  the  benlespace  la  ways  yet  to  be  discovered.  Future  SO  sod  10  wffl  blur 
AetewUdoBiu1  diadactiooa  between  emasegic,  Qpanfloaal,  aad  tactical  epererioas.1*  IW  departs 
from  the  ooaoept  of  attrition  of  enemy  forces  and  dastxuctina  of  physical  targets  oa  a  linear 
battlefield.  IW  ompbasizes  effects  both  In  aad  outside  the  batdespece,  of  latbal  andaoa-lethal 
measures,  in  a  noo*  linear  fhihioa.10  Economics  (a  reptadag  tentory  in  global  ccmpetitJoa  and 
the  vector  so  aooaoraic  power  tod  aoilitaty  victory  ia  kfbrmatioa>> 

BntnutartnttoDaD 

New  priorities  and  the  reaJitiea  of ’•dowrafcring"  ere  changing  the  aiaa  of  the  Aimed 
fbreeaaadtheorjanlxa^aalatnKtureoftbeBiilitaryiastitutioaa.  DoOredoctioaaareieeaaca 
politically  expedient  way  to  balance  the  ftdsral  budget  aad  reduce  the  nation's  deficit  ia  the  near* 
term.  Ctarready,  the  Armed  Foreman  smaller  than  at  any  tiaw  in  the  lam  45  years.12  Despite  a 
70  percent  reduction  in  acquisition  and  •  45  percent  budget  reduction  from  1915  levils,11  the  US 
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public  has  riling  expectation*  of  success  and  aa  intolerance  for  casualties,  which  drive  the  need 
for  surgical  rtriks  capability  rad  rhort  conflict  duration,  To  meet  the  expectation  of  the 
American  people,  US  foroes  continue  to  modernize  end  increase  iatepation  of  service 
capabilities.* 

Eliot  A.  Cchen,  Professor  of  Strategic  Studies  at  Johns  Hopkins  Univeniiy  recently 
sated ...  “The  new  military  will  be  aa  inemringiy  Joint  force-or  perhaps,  eat  might  «ay,  lees 
aad  leu  a  traditional,  servico-orkntod  force.’*'1  ha  countries  trouad  the  werid  the  traditional 
separation  of  tbo  military  into  armies,  navies,  and  sir  forces  has  begun  to  break  down.  Air  aad 
naval  operations  have  become  inseparable  from  almost  uy  action  on  the  pound.  "Quasi" 
service  onwdaatiooa  oriented  toward  SOF,spece  operations,  and  IW  are  growing  la  all  militarily 
sophisticated  eourxriss.* 

Although  the  technology  of wwfhre  baa  altered  tbs  relative  importance  of  !u4,  air,  and 
•m  power,  technology  alone  will  not  lead  to  revolutionary  Increases  b  force  capability.  Changes 
oust  occur  in  do  trine,  training,  leadae  devetopment,  and  cunaritatiap  to  folly  kveregt 
information  technologies  to  our  advantage.17  A  ccaaprsheastvs  review  of  the  military  is 
currently  undsrway,  offinisgs  significant  opportunity  to  analyaa  the  ids  of  SOF  sad  IWb 
Ann  conflict  Tbe  Pentifco’i  Quadrennial  Defense  Review  (QDR)  is  examining  dcfenie 
strategy,  force  structure,  aodenrinrion  plans,  fatfiartwetare,  and  readiness.  Tbs  National 
Defense  Panel  will  scrutiniu  the  flndingi  of  tbe  QDR.  Hope&Uy,  Cold  War  thinking  will  not 
dominate  the  review  process,  as  the  ttnergencs  of  to  asyatneadcai  threat  to  marginalize  US 
conventional  strength  appears  to  be  most  iikriy  in  the  near  foam.* 
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The  iapottins  quetdoos  of  who  will  take  the  lead  fcc  10  withiaDoDend  how  DoD  will 
interface  with  outride  apoda  dortaf  10  is  curently  being  debated.  7be  ftiture  effective**!  of 
10  will  be  heavily  dependent  oa  the  ability  of  the  Nutiond  Security  Agency  (NSA),  Central 
Intelligence  Agency  (CTA),  Fed***!  Bureau  of  iBveitigstioe  (TrBI)t  the  DoD  cad  other*  to 
■uoctatMy  then  reeoarcas  ia  the  Intmgeney  proem1*  The  Defoaee  Science  Board  Talk 
Force  oq  tathnaatioc  Werihre-Deteae  0W*D)  recently  mexmadtA  the  SECDEP  dedg»ett 
the  Aaristeot  Secretary  of  Deftaae  far  C3I  w  the  focal  point  for  coordinatioc  of  IW.  The  mw 
fbeel  point  wo*Id  be  charted  with  tategneka  of  policy,  doctrine,  cad  practice  ad  aerve  w  the 
key  isewfaoe  for  IW  interagency  eedvWee.  The  tuk  force  alee«ug|aefa  the  eventual  mod  fbr  a 
Uo.erSec*cta(yofDetaMte&dbfTuatkneBdcatlsfbriiBm(^ta^eBdk9taflMcaboo 
of  SO  actions  to  iaprove  Aactioninf  of  IV  within  the  DoD.4*  How  much  to  caettlteeod  under 
whom,  to  effectively  develop  m  IW  etntegy,  ie  rifll  •  highly  *o*taBtle*ii  Uetie  wrtie  DoD. 

The  UJ  Government  aid  the  DoD  m  aggreeriWyparaula|  defarive  and  o*mriv»!W 
hhiadvtt.  Foe  example,  Executive  Ordar  1301 0-Critfcfl  Infrutmcaa*  Protection,  eetabUjbed  e 
conniarictt  to  overmdevriopaantofaBfKlonri  strategy  to  protector*  national  hamts.*  US 
Attorney  General  Janet  Reno  recently  raked  hee  fchow  Cabinet  aMoben,  teefedfag  the 
Secretarial  of  Contmeree,  Energy,  Treasury,  Treneporterioe,  the  GA  aad  FBI  director*,  nd  the 
Arabia*  Secntray  of  Deftara,  to  create  e  national  eybenpace  defence  “entity"  andcetaUiAa 
cyberwar  deface  policy  board. a 

DoD  ie  ipeadfaf  $3  WlHoo  over  the  next  tour  yean  to  a  Jkgurad  to  information 
tymm.4*  TTwCheteattJbaaCUeftofSufrUexpeBdiaf  nVfijnctio«in|  in  D  end  the  Joint 
lafbrmodoa  Wrafne  Ceoter  (JIWC).  The  J1WC  will  be  staffed  wound  the  dock  end  Interface 


with  the  CINCi  IW  calls,  the  Joint  Sptctrean  Center,  the  Joint  Warfare  Analysis  Center,  the  Joint 
Command  end  Control  Wsrfhm  Center,  end  the  Service  IW  organizations.44 
AtoBdnt  tafana^w  T^hnnUyv 

Improved  detection,  priodtixttioQ,  tad  mourner*  of  Information  tod  praciaoo  of 
ccrabst  power  employment  ire  tU  s  result  of  tdvucisg  ktfcnjutioo  technology.  Mott,  if  not  all, 
of  oar  «Mrgiag  weepoas  techno  iogiee  nJy  foausiiigly  on  tfaa  integration  of  inibenuskm 
technologist.  A  global  network  Mnlda|  computers  md  infannetioo  ftmctiooi  to  each  other  by 
ffber-cpdc  and  satellite  links,  will  evecnielly  allow  almost  instantaneous  comnonicatcc  to 
anyone  else,  anywhere  in  the  world.44  Tbs  microprocessor  has  brought  ui  into  the  "Iaforrastton 
Ago."  The  rats  of  increase  of  computing  power  is  currently  4,000  times  per  decade  fa?  a  given 
unit  of  oo it4*  Logic  would  dictate  this  perttasUr  nue  c*toc<  coatum  indefinitely.  “All 
components  of  tbs  global  infbrnttkm  network  an  growing  exponentially.”41  Th*  rapid  ' 
intsgratioi  of  inibniutloe  technology  is  impacting  ail  orosi  of  govonunontt  end  societies  m 
infonnedoo  becomes  the  capital  commodity  csf  the  ftjtun.44 

Now  WBMci»l<f4»  shelf  (COTS)  technologies  m  affordoMo  and  than  svsflabls  to 
amt-west’^ergSDiafttas.  Informs  tioc  technologies  era  linking  our  tranmeriontl  adversaries 
with  significant  IW  capabilities.44  The  ebihty  to  iaaertairberM  computer  viruses  into  enemy 
computers  is  bting  anxfied  aod  oouid  have  dgnificaat  implications  regarding  both  offensive  and 
defensive  IW."  Now  “cruise  viruses"  anllkoa  smart  Wo  weepon.  Tbeir  purpose  is  to  capture 
specific  date  or  destroy  a  specific  herd  dik.  Ooco  introduced  into  •  network  of  computers,  the 
virus  wala  until  "triggered"  to  attack  its  specified  target.  Additionally,  new  software  programs 
eon  not  only  replicate  themselves  once  insetted  i&eo  e  computer  network  but  een  also  sltei  their 
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own  structure  astoaudcally  over  tune.  Defense  sgsmit  the  new  "avdutioniry"  computer  virora 
wfll  be  difficult11  Sup*  Quantum  htcsforoca  Device*  (SQUIDi)  which  read  human  l>:ain 
wive*  may  one  day  lead  to  the  direct  insertion  of  information  into  the  brain  of  «□  sdvemry  fcora 
aflr.n  The  possibilities  ere  ajtoeading  tad  too  numerous  to  msctiou  here. 

ftolifbntkm  of  intonation  technologies  is  outstripping  intonation  security  with  dirt 
consequences  to  the  US.  A*  technology  advances  so  does  our  depea&ae*  oc  information 
systems  sad  our  vulnerability  to  information  wartoo  sltack.  Inmost  US  to3hk<occnia»<i*nd 
ootaautocatioos  nodes  are  art  vreflMddco  sad  are  vubreabk  re  pcecttoes^”  Although  C2 
vulnerability  has  been  redeced  by  the  apidty  fclKng  cost  of  bandwidth  and  redundancy. 
Conversely,  expansion  of  cellular  nodes  makes  effective  C2  communications  dental  difficult 
Multiple  channels  of  etectrook  assets  compHcarta  both  pt/ihoiogical  operation*  and  electro  Jc 

Tht  US  will  retain  a  significant  edge  is  specs  and  systems  fatogradoa  fbe  fte  near-term. u 
Resent  advances  in  the  ntipdioa  of  ooranand,  uotrol,  comiwaucationt  Mtrvputer, 
famJligcnca,  survatilanss,  and  leooaaaiaaance  (C4ISR)  systems  fives  dsdaknmaktn  a  mow 
aocurate  undemanding  of  the  bstttapacs  more  quickly  than  ever  before.  For  theft*  doe, 
C41SR  architecture  is  being  developed  before  the  weapon  systems  designed  to  opn*e  within  this 
new  art  him  tuts.1* 

New  enebting  technologies  are  becoming  available  fbe  warfighters  now.  A  worldwide, 
three  dbacmionsJ,  digital  map  will  provide  a  common  reference  system  vita*  to  senaon  and 
Aufonofdare  for  C2,  planning,  and  operational  enseutfoii.  Advanced  auhiipsrtral  and 
hypciapcctril  reason  will  fodlitsie  automatic  change  racogohieo  (ACR)  technologies  which  oan 
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provide  vital  w«niin|  lyttemi.  Enhanced  birJejpece  twtreoeu  techsolo  jiea  link  unnunned 
etacoanous  whkle  (UAV)  teaaon  to  the  joint  lurvetUence  tary*  attack  rods  tytuxn 
(JSTAKS),  providing  real-time  video  of  operations  activity  ,r  The  De&nae  Advanced  Raeeercb 
Projects  Agency  (DARPA)  Is  crafting  a  strategic  roponat  to  ensure  the  DoD  can  achieve 
iafira&adon  superiority  isle  the  2  lit  century .  OARPA  i«  developing  malisr,  lighter,  acd  rrort  v 
mohik  informetion  lyitema.  They  art  focusing  oo  elocrrcaici  where  40  pete**  of  the  life-cycle 
cost  of  many  weapon  lytfemsoceun,  Technology  ba*e  development  program*  we  tocreaaingly 
geared  to  duel  dvilKmliUry  um.  DARPA  believe  a  that  military  reaearch  affect*  ifaoold  look 
beyond  tot  immediate  horizon  nd  capitalize  on  the  rftoct-tann  afcecnco  of  c  near-peer 
coopcinor. 
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Auiytii  and  Ivslustio* 


V  &**tr*f$l*/brp***r  cktmgta  wAm  biowiedft  aAoxt  tosoWrrfff 
decernc*  the  prim*  stunt  cfponr.  “ 

~  Alvin  Taflcr* 

Focusing  the  eailysis  of  fa&rautioo  operations,  special  opmdeas,  and  MOOTW  la 
this*  key  rmsrewals  both  chaJlengas  and  benefits  in  the  near  four*.  Fine,  rhtoonpleaenury 
dundcristka  of  K)  sod  SO  u  fttr*  auhipHen  nod  u  providers  of  response  options  to  course? 
»  evolving  threat  an  avnlutted.  Secondly, the impact  of doling ttisdoossodCuO 
^toumstof’*  upoo  organizttionjJ  reucturw  is  review*!  Really,  d»nstmofpfaod»tfBttidaai 
policy  sod  strategy  ihit  mud  occur  to  soccessAiIly  implwncct  e»«rjifl|  citiury  ceptbtiitks  is 
dltcusred. 

»n««inn  gmnm jg — jBnlriag  tht** 

Serious  security  chsUosgn  ctftbe  nter  fanes  an  rout  likely  tc  involve  MOOTW.  SOP 
usust  develop  both  odBtasive  sad  defeneive  IW  oupebilitira  to  meet  the  evolving  threes.  SO 
should  whfitit  IW  to  suture  oonttantd  lulevunoc  m  oonventionul  &roee  develop  cepobilitiet 
previously Msocincd only  wHhSOF.  Tjeosranl synergy betweenlOood 80 should Ired to 
inaovetive  face  sppiicstioq  in  ftaure  MOOTW  sod  to  srtrinamt  of  US  notions!  objectives.* 
The  prinuey  fans  of  10  in  support  of  ■  MOOTW  should  be  to  preserve  the  pence,  dstsr 
saceJstiao  of  conflict,  sad  prepare  the  bettlefleJd  for  otfessivt  IW  should  the  crisis  escalate."  10 
sentegy  sad  irepleeMutatfoo  “mey  hsve  hi  pretest  irspeet  in  peace  end  the  initial  stage*  of 
crisis."*  10  supports  US  strategic  policies  by  improving  the  effectiveness  of  dstatraoes  sad 
Influencing  the  perceptions  sod  decision  nuking  of  othen.  Our  use  of  ialhrBs<ioo*bised  vrer&re 
(IBW)  provides  m  additions!  optica  mere  likely  In  be  acceptable  ie  political  uod  diplomacy 


channels  and  aoie  congruent  with  our  national  win.  Superior  knowledge  of  the  battlcspace  also 
«ublea  policymakers  to  act  looocr  to  contain  or  deter  a  crisis.  Proactive  use  of  information 
superiority  provide*  a  wide?  rente  of  indirect  and  nonlcthil  measures  to  achieve  political 
outcomes.  IBW  can  provide  a  potent  tool  to  promote  stability  tad  thwart  aggressioo  via  the  use 
of  knowledge  as  power.0 

fafonaatioo-based  warfare  slso  ccapJcnents  oar  nudes*  deterrent  Controlling  access  to 
critical  jafbnnatioa  give*  the  US  and  her  allies  significant  advantage  in  achieving  national 
objectives,  including  the  noo-proliftnriou  of  WMD.*4  SOF’s  contribution  to  counter- 
proliferation  of  WMDean  be  enhanced  by  integrating  their  principal  missions  of  10,  direct 
action,  apodal  recoonaisaanoc,  and  PSYOPS.  “SOF  an  beeffcctfve  early  in  the  weapon 
aoqoisidoa  cycle  to  neon  toe,  detar,  or  delay  the  cycle  as  well  as  later  t>  deter,  prevent,  or  pwrc* 
against  weapon  use."- 

Competes  may  well  be  the  weapon  of  choice  far  terrorists  in  the  near  fcrme.  Accessing 
e  computer  network  offers  a  cheep,  quick,  sod  reliable  method  to  attack  vital  NIL  Such  attacks 
can  be  plausibly  denied  and  are  especially  effective  against  the  industrialized  “west”  "The  odds 
of  getting  ctugia  are  low,  of  being  proeocated  lower  ttiH."-  Future  IW  atsecks  by  international 
terrorist  organizations  could  be  effectively  countered  by  SOF  trained  to  combat  IW  outside  US 
sovereign  *rriiory.r 

To  avoid  direct  confrontation  witfa  US  strengths,  adversaries  say  attempt  indirect  attack 
by  footing  on  weakrr  US  allies  in  aider  to  create  US  domestic  upheaval  md  expense. 

Examples  might  include  the  disruption  of  Mexico’s  lese-pwtacted  oompufer  financial  network  to 
undermine  their  economy  or  assisting  with  the  coctounicodoits  requirements  of  Latin  American 


14 


(fruf  cartel*.4*  Alternatively,  US  ^mg  interdiction  could  be  supported  by  di*uptin|  drug  cartel 

lines  of  eosummicstiooi  and  financial  netwcrt*  or  by  conducting  a  PSYOP  campaign  with  the 

foal  of  touting  the  adversary  from  external  support.* 

The  regional  orientation  of  SOF  ie  responsive  to  US  Ccrajunders-in-Chief  while  the 

strategic  flexibility  of  SOF  is  responsive  to  the  National  Command  Authority. 

A  global  political  ssttiag  chencteriad  by  political  fhgmetfidoe,  hi  which 
ansmiss  tod  friends  ney  be  difficult  to  kUaatdiy,  ii  likely  to  be  Ideally  Rated 
fcftheueeofSOF^  We  wifi  assdipsdai  operations 
behind  «  enemy’*  float  Hass,  to  attack  tariffs  of  mqjor  importance,  to 
Imcyiti  mcmwiMtmm  i Mi  jpttlHyooi  dbitii  to  rfipdfiiltti 

BB  UQDOWCIBOQU  OpVwOflliM 

SOF  oen  be  turgicaay  targeted  end  rapidly  deployed  to  aay  location  vcridwlde  providing 
theater  CINCs  with  10  options  to  prepare  the  battkapaefc  The  ability  of  SOF  to  penetrate  hostile 
or  deeded  tentasy  is  critical  ftr  oflheeive  I W  operations  «fee»  reedy  teem  to  m  advenery'e 
artworks  ia  not  possible. 

Many  of  the  characteristics  oeonon  to  SOF  are  needed  tar  seeeesriU  taepleocncrtion  of 
fO.  SOF  have  a  shortened  chain  of  command  to  speed  response  to  crises  while  aaaiatalning 

—  —  -  — — ^  A^MiaJeu  Wamo  jMaMMMJM  mmumba  4A4MeeeeuMt  MMaeNiMe  e* 

vylintl (W  IICUIfi|i  BUe  MU  COQIlflCTPIf  wuflSI|  BHCUfUCJ  W 

eridcal  to  effective  10  esceaitioa  Both  IO  end  SO  realise  diaewta,  low-profile.  ImaiHasncie- 
oriented  actions  to  eflbctfvely  support  MOOTW.  Additionally,  SOF  personnel  cse  Bngtdstieaily 
fined  and  cotensfly  attuned,  and  politically  aansMve  whhh  enheaceathehrrioaftrMOOTW. 
10  and  SO  can  involve  indirect  tadical  actions  of  strategic  significance.  SOF  ate  inherently 
joint,  often  combined,  and  capable  of  fbrmint  snail,  versatile,  aelfcootaiaad  teems  to  meet 

tmmwMQm  flOUWCi  lli|UUVUUJUi 
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Advanced  Infbneation  techoolntke  make  h  possible  for  small  teams  of  combatants  to 
have  toe  capability  of  a  C3!  communications  node.71  To  eliminam  such  a  povwfol  and  mobile 
adversary  will  require  the  mobility  nd  potential  lethality  that  SOF  provides.  Urban  warfare  end 
strsotfigbtcr  confrontation  is  ofi  tbs  rise  sod  will  aot  be  Moodiest  as  many  analysts  predict 
Terrorists  attack  nay  focus  on  the  will  of  tbs  US  tad  play  oa  our  aversion  to  easaaltks.” 
Hostsg»takiaf  an d  iodiscrimintte  attack  will  require  i  spectallad  force  capable  of  lighting 
terrorists  on  their  own  turf  SOr  must  cootioue  to  embrace  unorthodox  approaches,  including 
the  qppMcadon  of  emerging  10  capabilities,  Is  vital  to  com  bating  unnoavttrional  adversaries.*1 

Whtf  the  estreat  QDR  aod  taxon  NDP  reviews  should  suggest  is  less  duplication  of 
military  capabilities  In  a  declining  budget  cavirccaacct  Riminarioa  of  panltal  capability  must 
be  maicbed  by  increased  synergy  amoeg  the  services  and  related  government  agrade*.  lie 
potearial  impact  of  10  and  SO  oa  DoD  structure  is  not  expected  to  be  seriously  considered  until 
the  next  OCR;**  however,  orgsnizsdootl  osd  conceptual  changes  will  gain  taoiwntuni  in  the 
next  fcw  yean  aa  the  potential  impact  of  enwgiag  operations  is  bettor  understood. 

The  fatfonnation  revolution  aad  the  emergenoo  of  IW  as  both  a  capability  end  a  dxaai  to 
critical  national  inAasoucturts  wC  change  the  DoD  aad  the  interagency  pcocess  of  which  it  is 
part  lOaiaolotogMtlag taragy wqultta a teaoilesaiaawibmaatoot agendas; sarricaa, 
departments,  and  programs.  The  Defrost  Infonnatta  infrastructure  (DII)  of  oomatmientions 
aeftwoffca,  ooaputsra,  software,  databases,  applicatioos,  data,  and  other  iafoonatta  processing 
capabilities  stretches  across  ths  entire  spsettun  of  conflict  ft  is  widely  recognised  that  existing 
"stovepipe"  kfonaatioo  fyrttma  aod  orgaaiarioot  will  have  difficulty  aaaetiog  fotuss  needs  of 
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tha  warfighter.  A  raductioo  in  10  dairificatioii  rtf  irding  the  “who"  aod  tba  “what"  will  be 
required  la  order  to  cot  aeroxa  “uovepipea’*  tad  achieva  mixtion  iucccu.  Eittbliihaeatofa 
reufd-ngtncy  10  tochoology  caotar  could  improve  integration  of  new  tachno*ogicfl  standardize 
(yearns,  and  realize  cost  savings.  Additionally,  Mere  argua  the  need  far  tha  National  Security 
Council  (NSC)  to  catabtiah  «a  organization  to  pared  out  10  respOB»tbtlUi«s  to  agendas  aad  & 
ttrengtbenad  Joint  Staff  organizatioc  to  oechestrtta  10  within  DoD  to  improve  10  processes.7* 

An  impound  way  Congress  controls  agency  intarectioG,  Kid  thus  organizational 
(fracture,  is  through  the  budget  retd  tha  Economy  Act,  which  requires  aad  agancy  to  wimbuna 
other  agaadas  for  any  aarricaa  provided.  Co.  sally,  tUa  act  Infaibfta  Aa  a&cdva  cooperation  of 
agendas  dwinf  10  where  dear  rotes  an  difficult  to  caMbtiih  aad  dollan  are  tight.  Ihtdedaioo 
re  to  who  taka*  tha  laad  rolo  aad  who  pmvidas  supped  in  a  McretsrtarreriHi  (Cl)  10,** 
acanpte,  is  not  always  obvious.  For  traditional  CT,th(NfCuk«o>mitfi«P^MM^trthoi 
resign  tbs  Dopartostt  tfStrea  fcr  overseas  opantioas  or  F1I  fee  US  only  activity;  however,  IW 
does  re*  lead  itrelfweil  to  deer-cat  agency  assignment  Often  so  tingle  ageney  bet  total 
reapoaiMJty,  wdxwity.  o^afetiity  to  neat  10  taddags.7t 

Oovanenenl  and  private  stctoreoaiitwodc  to  together  to  resolve  sway  o# the  betas 
reiatad  to  defease  of  our  NQ  aad  fafitatfcn  of  adversary  infbntutloo  hriheeueftse.* 

Eventually  the  US  may  create  m  orgaaiarfoa  baadad  by  m  *1W  Cat"  but  fee  tha  aaar  are,  at 
least,  tbs  NSC  wtH  appoint  a  lead  agtacy  to  ooocdiMts  with  the  growing  auabar  of  players 
aaadad  to  work  a  national  10  affectively.  *  Certainly  benefit  can  ha  gained  by  resrgiBg  offensive 
«4  defensive  10  oetivitire  under  stagkofgiaizab'wre  within  tha  various  govenawet  agenda*  as 


1 1 


in  the  Joint  Stiff  where  the  J3  provide*  the  CINCi  a  office  of  prinwy  reepouibility  £br  10 
nattea* 

Within  USSOCOM,  sub-commands  have  developed  varying  levela  of  competence 
regcdicg  K)  executioc.  Theater  Special  Operations  Command*  (SOCtX  however,  ire  not  yet 
M7  integrated  with  IW  theater  ampdga  plans.  Joint  Tuk  Fora  (JTF)  organizational  aaractura 
now  calls  for  an  10  ceil  as  put  of  the  JTF  ataff  to  aasst  with  10  iategmioQ  with  the  larger  JTF 
adsaoo.  The  Joist  Fores  Air  Ccraponeat  Commander  (JFACC)  end  the  SOC  Air  Control 
Element  linkage  to  the  10  cell  needs  kspnvemeoL  The  vm  of  SOF  and  IW  liaieone  is  the 
JFACC  to  work  issues  for  the  Joint  Targeting  Coocdfaadcn  Beard  Aoutd  prove  beosfiaal  to 
fttura  operationa.*  New  orgaaizackau  era  outing  demand  for  10  ipecUUsfe  USSOCOM  b 
«aninhg  an  Army  study  vtoich  proposes  three  prim*?  career  pethe,  one  ofwhteh  ioclulM 
development  of  10  personnel. w 

•Future  deftnee  bodgete  will  demand  ccet-effocdvt  soludone.  Because  of  ht  low 
costfeigh  payback  ado,  SOF  wfll  continue  to  be  called  upon."1*  SOF  tnsering  is  idativdy 
well  when  coopered  to  eoevcadeoal  fore*  requirements  eshencing  their  desirability.  The 
iafonnetioo  revolution  can  alio  be  levanted  far  high  payback  and  lends  Huff  to  a  matter,  flatter 
DoD.  Mecy  would  argue  information  connectivity  improve  the  sbflity  to  mew  forces  quickly  at 
the  precise  location  they  are  needed  and  thereby  redacee  overall  ronveefional  forte  requirements. 
Obviously  there  are  Jails  to  hew  lb  this  logic  can  be  applied  aaphyaicalmaason  the  ground  U 
etifl  an  imperative  for  many  situation*.* 

The  ailhaty’i  large,  traditional,  fonctioo-orltotsd,  pyramidal  structures  should  be 
reevaluated.  Bueiaeaa  haaahovm  that  gnallerproceee  orieotedhorinortaltmxttm  work  well  in 
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an  information  intensive  environment.*1  Curr?r»,y,  ac  Army  corps  organizational  chart  looks 
more  like  the  oegmixadon  of  General  Motors  in  the  1950s  foan  a  eutttog-ed^  eoq»«ti\w  of 
today  lilca  Motorola.*  Tremendous  (Uadbiliiy  is  noedsd  to  rapidly  direct  actioos  in  complex 
mil*  dry  operations.  Carefol  review  of  hierarchy,  qwo  of  control,  response  time,  md 
centralization  is  needed.  I3W  will  change  tiw  way  we  approach  conflict;  much  Uks  the  tank  and 
the  airplane  have  done  previously.  New  spproachee  will  require  radical  mftocturiag  te  My 
implemeat  aa  effective  National  military  IW  strategy.17 

Ntitetal  Statm.  mi  JBUqt 

Any  strategy  for  IW  and  its  fategradon  with  SOP  must  be  folly  supportive  of  the  broader 

NSS  and  the  NMS  (see  Pi|ure  3).  The  NSS  directs  that  strong  InteUjgeoce  capabUldaa  and 

defease  bo  aufottined,  to  include  specialized  imtu.m  The  NMS  directs  the  Armed  Forces  to 

“winthaSatomaticawor."*  Additionally,  strategy  dtould  fit  within  ths  conceptual  template 

provided  by  Joint  Vision  2010  to  leverage  fofoasaden  based  technologies  sad  IW  la  the  next 

century*  JV20 10  stops  short  of  specifying  how  responsibility  far  Intonation  dontinaact  is  to 

be  peioeied  oat  asoonf  the  smviees  but,  ciestiy  esiabHahae  the  central  importance  of  information 

superiority  to  emerfiaf  eperatioaoj  concepts.* 

Information  operations  mm  become  accepted  as  integral  to  combat  and  tssaoee  then 

combat  support  Achlevinf  infonnstioa  dominance  will  require  greater  fata  of  Operations  md 

faMeUigenoefonctioas  within  an advanced  CdlSRftaaswoifc.  It  Is esemtiel  thaiaD  the  sendees 

folly  exploit  end  bttfrate  IW  concepts.*  Effective  sfrettgiee  to  eetmter  growini  10  threats  are 

befog  implemented.  Oanem!  Shelton,  C1NC  U8SOCOM,  states: 

Oar  emphasis  in  tbs  rapidly  evolving  10  mission  Includes  continued 
development  of  targeting  methodology  (links*  nodes,  harem  foctors), 
detarmfalag  fotaUlgenoe  raqulwmenta.  taaeitfog  boetiJaffHandly 
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vulnerabilities.  tod  identifying  coordination  requirements  to  operationalise 
10  strategies.” 


Any  futurt  strategy  raust  also  be  based  on  national  policy.  Attempts  to  develop  a 
Ncbooei  Information  Policy  tad  answer  £  fScult  quest! oos  about  tbt  changing  nature  of  IW  are 
being  ukkessed  by  i  grovring  w*nb*r  of  govcmnot  tod  private  organizations.  The  President's 
National  Security  Telecommunications  Advisory  Committee  (HSTAC)  pnr  ukat  private 
industry  perspective  to  the  executive  branch  on  Nsticnal  Sourity.  N$taC  has  assigned  a  task 
force  to  revier  Nil  tad  information  Msuraaoa.* 

Policy  mat  detsseina  who  will  Sudan  da  cvtrol  of  cor  NJI  tad  develop  procedure  for 
integration  with  ou*  DU.*  Currently,  95  patten*  ofDoLuxrr  waicationn  ride  on  public 
twitched  network!  whartia  DoO  hat  Utile  ability  to  control  or  influence  sorority  standards.* 
Oman  Itaftattana  oo  foe  DoD  to  ptovide  a  viable  Wbrudva  capability  for  our  Nil  lewea  ua 
open  to  anack  by  (be  many  forces  who  wish  to  topplati*  US.*  NMS  dictates  that  US  forces 
project  power  beyond  our  natioaal  boundaries.  Such  projection  requires  policy  development  for 
loofshitaaco,  globally  toed  information  systems.** 

Policy  moit  clarity  whether  on  information  attack  against  oar  iaduetry  or  economic 
interests  is  an  attack  spin*  the  US  itself”  Additionally,  who  pulls  the  IW  Trigger*  must  be 
determined.10*  Otners  national  policy  xeqefo*  National  Security  Council  (NSC)  approval  for 
IW  actions  which  support  norwnflkwy  rieraants  of  power  or  foil  into  the  category  of  national 
strategy.  Theater  operational  control  of  IW  has  been  delegated  to  the  CINC.  Rules  of 
engagement  (ROE)  for  IW  activity  are  especially  difficult  in  a  MOOTW  scenario,  ae  is  the 
question  ofhow  much  infoematico  ce  share  with  our  coalition  partners.  International  and  US 


20 


liwa  in  often  non-specific  or  overly  restrictive,  making  10  implementation  diffloJt  Far 
instance,  the  US  Privacy  Act  severely  limits  our  actions  against  adversaries,  even  in  the  US.1'1 

infotmadoo  is  noo-Iinear,  can  be  used  by  both  tkks  at  the  same  time,  and  is  hard  to 
measuro  and  retain  advantage  over,  making  protection  extremely  difficult.***  A  new  capstone 
policy  should  emphasize  eecurity  and  a  basic  framework  for  actworidng.  interoperability,  and 
distribution  strategies.1 '•*  Policy  ahould  integrate  the  madia  with  other- «• was  of  10  to  US 
benefit,  a  technology  provides  journalists  access  to  every  detail  of  a  MOOTW.  The  >m"  will 
Jnctcasiagiy  sem  as  the  >cr  maa'a”  intelligence  service.1 m 

Acqciring  information  technologies  will  require  a  systematic  acquisttioa  atrttsgy.  The 
relative  value  of  military  research  and  development  (RAD)  projects  as  oompaied  to  private 
bdmftcy  afFarts,  ccmamdai  of  the  sfcetf(COTS)  systems, «  direct  totailignw  scenes,  mint  be 
eetabUriied.  Unlike  in  the  peat,  today's  lechirical  breakthroughs  oome  foster  in  the  civilian  sector 
than  fadafcnia-fclatad  RAD.  This  change  calls  fee  a  aaetegic  teexaminaricn  of  priorities  and  a 
restructuring  between  military  and  civilian  science  and  technology. 141  The  gap  between  leading* 
edge  technologies  and  fauna  tedmotoglan  must  be  bridged  quickly  to  ensure  succetiftJ 
application  oflW  by  SOP  in  the  “Information  Age".  Dd  prototyping,  /dot  Warrior 
Interoperability  Danonsendoos,  and  COTS  evaleationa  provide  the  means  ferapid  migration  of 
techaologbe  to  miarion  application.  D13A  and  ARPA  have  joined  to  form  at  Advanced 
Information  Technology  Serviect  Joint  Program  Office  which  wilt  ftutfacr  expedite  traneWoa  of 
technology  to  wnifighting  capability.1*4 

Until  recently,  an  truly  overarching  national  strategy  for  the  implementation  of  IW 
existed.  A  significant  step  toward  each  a  strategy  occurred  with  the  completion  ofDoP 


at 


Directive  3600.1.  The  opportunity  aow  cdm  fix  USSOCOM  to  daveicp  *  "lias  of  authority" 
ntgardia|IW.  Tfc* Joint Sufi as  the tod agent for DoD ia developing  joiiu  ckxsriae, completed 
Joint  Pub  3*13  (Fiat  Draft)  oc  •'Lafotmetioo  Operations"  in  Februay  I997.,w  Tbs  daft 
pubHcntioo  ilia  responsibilities  (sst  appendix  3)  bt  USSOCOM  based  on  DoD  Directive  3600. 1 
end  Chairman,  Joint  Cfclsft  of  Stall  Instruction  3210.01,  “Joint  IW  Policy."401 

USSOCOM  should  detemlae  da  capabilities  required  to  ateettkese  potential  new 
rctpcneibilitto  now.  A  taissioa  need  statement  on  Joint  IW,  validated  by  the  Joint 
Requirements  Oversight  Coundl  (JROC)  in  October  1996,  provides  a  value#  for  the  arviccs 
and  USSOCOM  to  develop  rsquiitaanta.40*  Usia«  siajor  fixes  peognm  11  (MFP«U) 
USCINCSOC  can  allocate  tfae  necessary  resooraes  to  eraeae  new  capabiXdes  in  outyev  budgets 
based  oo  the  defined  line  of  authority.  Tbe  separata  MFP  provides  freedom  to  isactqoicUy  and 
greater  visibility  ofSOF’s  muld-seevice  pwgnaae  to  the  Do D  and  to  tb*  Conpeae.11* 
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Racaameatfatfoae  ud  CM<huloa< 

must  k*H  Ixftrmgtien  Superiority,  Jfuformatkm  SiftrioMty 
wilt rtquirt  both  qfflmtbt  ati dtfvub*  tnfmrmdm  wttfm.” 

MatVUoo2010lu 


The  wneddoo  of  the  D&D  end  USSOCOM  to  meet  ■  mdtaDy  dUfaeat  Anon  omit  be 
aoodartitd.  Improved  btenfcocy  coordiaxtioc  between  leveroauat,  jadastzy,  md  privite 
Mtaaiadov  an  •  moat  if  the  foil  potential  of  SOF  coopted  with  IW  k  to  be  folly  realized. 

pa*vww<lnl 

•  EatabUeh  mutti-*|eocy  10  TecbcoJofjr  Cealar  to  include  USSOCOM  lieteoc 

•  hecreaee  teeourceifcr  10  within  the  DoD  Mat  Staffed  USSOCOM 

«  Fufl  revkw  of  SO  end  10  kapect  on  DoD  etructweduritti  QDR  end  NDF 

•  Develop  aadooei  policy  and  doc*fa»  which  bettor  httpatN  Nil  and  DO  end 
eeabltooe  tatarafmey  prooadoraa  to  eataaca  SOP  execution  of  10  mtafen 

•  Radnor  favek  of  accoae  whenever  poaafblo  to  hnprowaiataaipaacyfanctionB 

fllTOla  wwi  M  aCTMtwl  fOVIMBtlB  I  amOQm  X9 fClpnnfl  IQmJ  msMCK 

•  Sno4pheaMqsdeition"ttaeofeatoorttjr”lJnlde|SOP,)Olaatioaalpolky 

«  UISOOOII  deiarmlm  retpooeMlhlef,  requhad  qepehtlitlae.  and  required 
neooratf  to  baptemec*  teidap  lifted  fa  JCS  pub  J*IJ 
«  USSOCOM  eecabltotiiainfpfOfnai  to  amt  new  10  mponedbilitks 
•  Focue  SOF  rerep<tetlrerim  oa  C4ISR  lyeteae  totnttba 
«  Create  a  tfcptoyablelWIMt  Id  USSOCOM  to  eerve  aaaeattlyatftrnpid 

uityw  immm  01  tnonopon  i w  HHigMBy  ■nwii  m  pwravii,  gm»if  out 
iwimm  of  TV  ftptMHtlii  rt 

•  EmblUh  10  freer  path  whan  pewcanal  receive  experience  la  anaM-dteripHawy 
eneea  0a  FSYOPS,  public  aflkn,  ioteUifonce,  JTF 10  eefl  ataff) 

la  the  near  tenn,  the  BoD  ebould  conriaoe  to  conoetamte  to  effcrti  h  defend  ve  IW  but  aot  to  the 

exdurion  of offeoriv*  IW.  SOF  eboold  ffmeively  toegrata  IOccoceptifa  coaoaraa 

aeymmetrical  attack  aimed  at  US  Infonnadoaal  vuiaeiebUltlai  end  to  bobtn  their  ewtefio 

relevance  in  a  changing  world. 
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Candarim 


Cuncndy,  tha  United  Stiles  bn  a  window  of  opportunity  to  preput  for  the  toture. 

With  ao  aer>pMr  competitor,  a  Iwalthy  economy,  and  milhaiy  and  techno  logical  pnemiaaace, 
ttoa  to  -Exploit  aavy  fafoaaatioo  tachaalogUa  and  davalop  pew  military  Kritcgiei  U  oow.  Wa 
can  ec  km#t?  afford  to  spend  m  much  of  our  acarca  meourca*  oe  “Industrial  aga"  weaponry  but 
Aculd  ocascotrM  o«r  cflbrti  to  leverage  "jaformatioa  age"  capabilities  and  concepts. 

Cocvergiaj  trends  indicate  a  rising  need  lor  SO,  10,  and  MOOTW  b  tha  nor  future.  A 
ftycrabte  cytargy  among  thaec  typo  of  apmUona  and  engrinufag  budgatgy  pmsues  will 
provide  the  “critical  aaas"  fcc  DoD  reorganisation  and  fraction  within  tha  nett  13  ywn.  Do D 
y*m  bo  mailer,  flatter,  mora  horizontal.  Was  crofraihed,  and  now  depaadact  on  50  and  10.  By 
increasing  emphasis  on  IQ,  USSOCOM  will  integrate  critical  kadiag-edge  1W  capabilities 
providing  tew -profile,  versatile,  and  pelltictily-eeBritivi  options  fcr  our  national  leadership.  US 
strategic  dominance  will  jarrewaingly  QtjnA  on  onr  faforaarional  advantago  and  our  ability  to 
employ  SOP  aloof  tha  cadrt  spectrum  of  conflict,  aapadaily  in  MOOTW,  wdl  into  tba  next 
raHletiBfam. 
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GLOSSARY 


Tam*  fcr  Social  Operation*  Forte*  Principal  Mkdo«*m 

Chrfl  AJWra  (CA)j  Actividc*  that  wUblith,  nuinUin,  fnfluoct,  or  exploit  tel  nice*  between 
military  forco  and  dvtt  attboritk*  to  facilitate  military  operation*. 

Ceatottfaf  Termini  (CBTh  Offenihre  and  defauhre  measures  to  preclude,  preempt,  tad 
n*olvi  teraritt  action  taeugboot  the  entire  dM  ipcctua. 

Ceaaterprolkrttfea  (CF):  Actions  taken  to  aciza,  dear  y,  capture,  or  neowtrwteponsof 
aw  dntructioa,  betudkg  to  explication  at  miliwy  power  to  protect  US  feme  and  tamstt; 
tatdUftoro  ooJkction  rod  analysis;  aad  auppcnofdiplomscy.aRXttoontrol,  and  export  controls. 
AecompUikneul  of  dated  totalise  may  regain  coot  donation  with  other  US  government 
iqmdn. 


Direct  Actkei  (DA)i  Short-duration  strikes,  aad  other  maan*icale  offensive  actions  to  saixs, 
destroy,  capture,  weaver,  or  inflict  damage  oa  designated  penoansl  or  aatarkL 

feraiga  Istterna)  Defease  (FQ>)t  Assist,  organize,  train,  and  kM«  bo«  eatioa  iniJhay  rod 
psrttrilltscy  fcroea  to  snehte  then  to  fret  and  protect  their  eedetiss  from  subvenion, 
I*wkasaesa,aad  insurgency. 

ikfeam<kaOpere<kna(10)t  Acdoro  taken  to  achkroinftrmaikc  superiority  I  sappert  of 
national  mffltaqr  strategy  by  iflbctiag  advsraery  information  iymi  while  Iwuldg  ed 
protecting  US  Inftnmrton  *r4  kfbnusdcc  lyitnt 

Fsyehelegkal  Operations  (PSYOF)<  Activities  to  ccerey  selected  information  to  foreign 
•adiencee  t  induce  or  ndnforoa  foreign  attitude*  end  behavior*  ftvoabk  t  originator's  objective*. 

Speck!  leeenaeiwee  (SR)»  Actions  to  obtain  cr  verify,  by  visual  observation  or  other 
Mthodh^  infonnadoa  ooooenting  the  capabilities,  fetrodona,  end  activities  of  en 
or  potential  enemy;  cr  to  eecuro  date  concerning  the  characteristics  of  a  particular  area. 

Dwwrteeil  Wartime  (UW>  Support  to  military  end  peroaiHogy  operations,  normally  of 
tong  duration,  predominately  conducted  by  indigenous  or  surrogate  force*,  bchida*  guerrilla 
werftw  and  etiur  offensive,  low*visibtlity  operations. 
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Ttmt  hr  Military  Operation!  Other  Than  War113 

Arm  Central:  A  ooca»p<  that  conaotaa:  (a)  any  pUa.  acmaieaoeat,  or  proem,  retting  upon 
explicit  or  Implicit  fartamadoaa]  agracacnt,  governing  any  aspect  of  the  Mowing:  the  number*, 
types,  and  performance  sharacteristio  of  weapon  lyalrrM  (ladudicg  the  oommaad  and  control, 
togfatlcs  auppott  anaageewntt,  aod  any  rttead  Iraailigcoce-tathcring  Tmcherrinn);  and  the 
aumericsi  atrangth,  organization,  iqdpz*Bt,  deployment,  or  eat|%ia*x  of  the  Aared  Fore** 
retained  by  the  parti*  (it  cocompeiMt  diunzmseoi);  aod,  (b)  on  tome  occaeion*,  thoM 
metsuee  ^sn  for  0*  perpe**  of  rodoring  instability  in  the  military  environment 

CanbaMfegTOmifea:  Aerie**,  Inchjdtog  and-tororism  (4efm*iveaea«e*  taken  to  »duc# 
vninerabflity  to  terraria  acts)  mi  oounterterrcriaa  (affeabe  aieraii  takan  to  prevent,  dam, 
aad  reepoed  to  tgregfaro),  titan  to  oppoao  tenroriien  throughout  the  retire  threat  spectncn. 

POD  amppert  to  eonaterdrug  oparetioar  Support  provided  by  the  Depattaeat  of  Deftiao  to 
lavr  enforcement  agendas  to  detect,  monitor,  and  counter  the  production,  trafficking,  mi  uee  of 
illegal  dreg*. 

Inferring  a«  Etchuloa  Zone:  A  tnor  ettablifoad  by  a  aanrtlorhtg  body  to  prohibit  apedfle 
acriviriea  ia  a  apadfle  geographic  am.  The  putpoae  nap  he  to  penuade  nations  or  groups  to 
modify  their  behavior  to  meat  the  deatan  of  the  aaaribafatg  body  ar  feet  continued  imposition  of 
lasctiooa,  or  uao  or  throat  offeree. 

Zaeariag  Ttreedeea  «f  ftovigaden:  Operation*  caadected  to  danoasM*  US  or  fntamadenal 
right*  to  navigate  air  or  aee  route*. 

HamanJtarfaa  AaafcaaM:  Pragma*  conducted  to  rriicwt  or  reduce  the  reeaha  of  mtmal  or 
manmade  dimeter*  er  other  endemic  ooaditioaa  aucb  ae  human  pain,  dtaeaaa,  hunger,  or  privarioo 
that  might  preeent  a  aerioue  threat  to  lift  or  Aft  caa  reeuk  ia  greet  damage  to  or  loea  of  property. 
Htaaeateriaa  eeaiataaca  provided  by  US  fceoee  la  Harited  la  aeepa  aad  dundoa.  The  aeeietnee 
provided  la  designed  to  *uppkaMB»erco*nplen»nt  the  effort*  ofthehoet  nation  dvfl  authorities 
or  eteadee  that  may  have  the  primary  raaponaibflity  for  providing  kuardtariaa  aarietaaca. 

Mflhary  support  to  eM  authorities:  Tbeae  aecMtlea  and  measure*  takas  by  (be  DOD 

vOfipOMB  IP  WBIhU  mtmMBCt  Bo  XfpCR  09VWM9  CM  MpnMB  OJ  UtMUJt  MQ  ID y 

dvil  government  agency  In  plnuriag  or  pc*  parade  am  lor,  or  la  (be  application  of  reaouicaj  fee 
ntpocH  to,  fhr  aoaaatpwaoaa  euawgaadsa  **  attack*,  Including  natioaal  security 

eraergaadea.  Also  calkd  MSCA. 

Nation  Asafctaien  Civil  and/or  oiltoyaiaiitnce  readcred  toaaatloo  by  foreign  forms  within 
mi  pi  non  t  mnof/  <mnf  poncmn)#,  cmn  ornocrfBOCMi,  or  wc  mm  oq  ipocMni 
auflualy  concluded  between  nation*.  Nation  aaristnoe  program!  include,  but  are  not  United  to, 
sorority  assistance,  foreign  internal  defense,  other  US  Code  Title  10  (DOD)  program*,  and 
activities  performed  oo  a  reira bumble  beaia  by  Federal  agendas  or  iataraatiooai  organizations 
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Noacoebttui  Evaoutiaa  Operator  Qperetoi  coadacted  to  relocate  tferacteoed 
ooacorebeuotx  from  location*  in  a  foreign  ttxatfry.  Tbeae  operation*  normally  ievoiv*  US 
ddxeu  t*tio*a  lives  era  ia  danger,  ad  may  alao  include  atlectad  forrigp  national*.  Alao  called 

NEC. 

* 

Tmf  Operstieaw  £aoomp*a*e*  pe*cAk*tpinj  operation*  tad  peace  edbrc«m*nt  operation* 
conducted  ia  ftjppocl  of  diplomatic  rifat*  to  establish  mi  maintain  peace. 

fm»«dwi  af ddpplaf:  The  mi  ofprqratiomte  fcrte  by  US  wmhipt,  afliaty  afectift,  and 
«te  ten,  when  mmaiy  fbr  the  protacto  of  US  flag  vn«U  tad  atom*  USeitom 
(white  eateted  in  US  or  fadp  vmeliX  and  ter  prtfwty  ifaintf  ralawfU  violaoc*.  TO* 
prteto  tor  to  tatp  flic  nseefetifa^te  perm  coteuaiwHh 

fawnedoaollaw. 

ItaonryOpfntoecOparatioiuaoQdiieSed  to  aavcb  to,  kxaaa,JdaBtfy,  react*.  «od  return 
pMowl  or  town  wauto,  leoritiva  equipment,  or  kwii  critical  to  tritul  Mooity. 


Skwrrfbra:  Aa  operation,  detiped  to  temufcate  US  raaoHa,  which  involves  beamed 
'rtdMlity  of  US  deployed  feme*  in  an  ottaapt  to  defeat  a  specific  rituadoa,  te  if  allowed  to 
oondam,  omqt  tw  detrimental  to  US  Interest*  of  iriooil  ol^Ktivti. 

Strife**  aad  Saida.  Said:  Aa  operation.  usually  asnefl  aeale,  involving  ■  mrift  panefeatba  of 
bottiit>  wwifcyy  to  secure  fcilbnasto,  ooofut  the  enemy.  or  to  daetroy  Joriafiatoa.  ft  «nd*  with 
a  pimtoi  wtedmwal  qpoa  completion  of  the  aoeifaad  nbrioo.  Strike:  Aa  attack  which  if 
intended  to  inflict  damage  on,  salsa,  or  deriny  an  otrjeotba. 

Support  te  Imneftcy:  Support  provided  to  am  oneaiaed  movement  rimed  at  the  sverthrew  of 
aeomtitumd  fovamment through  me  of  aubvaraiem  end  mated  conflict  Support  to 
ooumrfoKVfpacy:  Support  presided  to  a  govcncBent  in  4m  mfljttry,  parualiitaiy,  political, 
economic,  peychriogied,  end  civic  action  It  undeitakm  to  defeat  inwafamy. 
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ILLUSTRATIONS 


Elgvrtl 


INFORMATION  WARFARE 


Sourer.  Naticml  Dtitaa*  Udvtnitjr,  larttoca  fbcNtdocal  Stnttffc  Studio,  "Strattfk 
AmnawA  1996:  loHruBtota  ofNtftatl  Powtr,"  Waahtaitoo  OPO,  p.  194. 
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Fig*r«2 


Scurca:  Jofcn  ?.  X*eivdy  School  of  Oeveasawt,  *Tlci(k  to  N*w  Stracgik;  heparlnf  Leaden 
fcr  Military  Opers&oia  Other  Tbea  Wur,"  Nattom!  itafity  Program  Polity  Ftp* 

94-42,  Harvard  Univcnity,  1994,  p£. 


Figure  3 


Winning  the  Info  War 


Source  Adapted  from  US  Joint  CMefo  of  Stiff,  Joint  Vision  2010,  and  Information  Warfare* 
Special  Tactical  Oparatioas  Division  briaflnf,  13  February  1997. 
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fifared 


J4afDNMeftrliferiitk«  Opmtlotu 
HeepeMikllMee  «f  Ceamader  h  Chkt,  USSOCOM 


1.  Conduct  retearch,  developcxal,  ttetittf  end  mhiaboft,  «ad  procroment  of  10 
upeMHtiw  that  Md  validated  Service  and  Joint  rtquireaeats. 

1  Maintain  liabon  with  Services,  Drfmaa  aftadee,  and  other  appropriate  agenda  to 
miidmfan  dupheedoe  of  10  capobflhloe. 

3.  Identify  fattriUftaoe  requijwnecle  applicable  to  10  cepebilitiea  being  developed  or 
gelded.  Coordinti*  with  Depose  Ialelli**oce  Agency  (DIA)  and  the  Joint  Staff  to  eoeure 
theee  nquberaanta  m  communicated  to  the  hrtrilifenot  Coanuiity. 

4.  IooocpoteU  10  Into  Service  school  auricula  end  Into  appropriate  tndafag  end 
edeeadoa  ectivitiee.  Both  oflksato  md  definitive  tepee*  of  10  nrw?  be  eddreteed. 

3.  Organize  faces  vetthSOeaprtfitoee.  lMate«estoeonduellO(tolaeiudhIW^ 
Enaut  Service*’  10  fcreee  end  apeUlidee  effectively  tupport  the  combatant 
oooraenderg  ttfOiifh  the  appropriate  Sendee  onwpoceot  nutnmender*. 

&  Bxerdee  10  capabOitiea  ecroee  the  tang*  of  aflitaf7  operation*. 

7.  Coonfineee  with  DIA,  Deftca*  lafbrmedoei  Syrian*  Agency  (DISA),  and  NSA  to 
eneun  development  and  population  of  databeeei  eupportiag  eeUoboredve  pteming. 
analyst*.  md  cneoutfen  «t  10. 

H  Aj  required,  develop  Service  10  policy,  doctrine,  end  uedee  thet  complement 
caef|h)|  Joint  doctrine. 


Source:  United  State*  Joint  Chief*  of  Staf£  Joist  Pub  3*1 3  (First  Draft),  Pentagon,  Washington 
DC, 21  January  1997,  pp.  MO  thru  Ml. 
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